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Release Notes Version 2.2

Bkav:. SIEM Central Engine
Phan mém Quan ly va phan tich
su kién an toan thong tin

el

L T
Bkav Pro SIEM - Hé thong quan ly thong
tin va su kién bao mat thé hé méi (NEXT
GEN SIEM). (6] 6]

1. Quan tri hé thong

1.1. Quan ly van hanh

= Cho phép thiét |ap, thay déi, ap dung va hoan tac su thay ddi trong cau hinh hé thdng, cau hinh
quan tri tirxa, cau hinh tai khoan xac thuc va phan quyén nguoi dung, cau hinh tap luat bao vé

= Cho phép thay d6i thai gian hé thong

Thiét lap
Mi gidy
Asia/Ho_Chi_Minh
Browser Time UTC+07-00

Coordinated Universal Time uTC

Africa/Abidjan uTC
Africa/Accra uTC

Africa/Addis_Ababa UTC+03:00

Africa/Algiers UTC+01:00

Africa/Asmara UTC+03:00
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= Cho phép thay d6i thai gian duy tri phién két ndi (gidi han sé phién truy cap, s phién két ndi quan
tri tirxa dong thoi...)

C&u hinh phién nguéi ding

58 lwgng phién truy cip

50

Thii lwgng phién truy cip theo gid (t8i da 24 gid)

24
Théi lrgng phién truy cép theo tai khoan
)bkav.com

Thém théi Iuong phién theo tai khoan

= Cho phép thiét lap, thay d6i cac tham sé gidi han daéi véi két ndi quan tri tirxa

Théng tin ngudi dung

Tén admin@bkav.com
Email admin

M3at khau

Danh sach giéi han IP

192.168.1.100 x

= Cho phép dang xuat tai khoan ngudi dung c6 phién két ndi con hiéu luc

Phién ngudi ding
Hoatddng [ancudi  Dadangnhap  Dia chi IP Browser & 0S
5 minutes ago April 07, 20 10.2.65.47 Chrome trén Windows 10
16 hours ago April 06, 2023 10.2.65.47 Chrome trén Linux
5 minutes ago April 06 10.2.65.47 Chrome trén Windows 10
a day ago April 06, 2023 10.2.32.5 Chrome trén Linux

5 minutes ago April 06, 2 10.2.32.163  Edge trén Windows 10

Budc dang xudat khoi tat ca cac thiét bi
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= Cho phép tim kiém dir liéu log bang tirkhda d€ xem lai

= Cho phép xéa log

Danh séch index

Tinhtrang Trangthdi Primaryshards Replicas Docscount Docsdeleted  Storesize  Primary store size

green

ek-2023.0... gree open

-zeek-2023.0... green open 2 0 214.2mb 214.2mb

= Cho phép xem thai gian hé thong chay tinh tir[an khdi dong gan nhat

~ Overview

System Uptime CPU usage RAM usage Swap usage

300 day

1.2. Quan ly tirxa
= Surdung giao thirc c6 ma héa TLS

CYBER SECURITY )
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= Tuwddng dang xuat tai khoan va hiy bd phién két ndi quan tri tir xa khi hét thai gian duy tri phién két
noi

C&u hinh phién ngudi ding

Sd Ivgng phién truy cap

50

Thai lrong phién truy cp theo gid (18i da 24 gid)

Thai lugng phién truy cép theo tai khoan
test@bkav.com

Thém théi lugng phién theo tai khoédn

1.3. Quan ly xac thuc va phan quyén

= HO trg phuong thic xac thuc bang tai khoan - mat khau, trong d6, quan tri vién co thé thiét lap va
thay doi dugc do phurc tap cia mat khau

Login to SIEM Central Engine

Quan ly xac thuc

Do dai mat khau

8

Ky tu dac biét |@#5%" &* Chir sd

Chir thudng Chir hoa
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1.3. Quan ly xac thuc va phan quyén (tiép)

= H6 trg phan nhém tai khoan theo 02 nhom la quan tri vién va ngudi dung thudng véi nhitg quyeén
han cu thé déi véi timg nhém

T6 chire

Main Org. Editor|

Admin
Phién ngudi diing Editor

. _ Viewer . i
Hoat ddng [@n cudi 3 bia chi IP Browser & 0S5

SIEM Central Engine admin@bkav.com #

= Dashboards

HE THONG

llilth

Cau hinh Cai dat chung
Quan ly log
Chia sé dir liéu
Quan ly luat
Quan ly SOC Server
Quan ly tudng lira
Quan ly datasource
Cap nhat phién ban
Quan ly ngudi dung

Dashboards

SIEM Central Engine editor

= Dashboards

HE THONG

.|I||!l|ll;|

Dashboards

CYBER SECURITY )
- SOLUTIONS AND SERVICES BkaVPro



BKAVPRO SIEM CENTRAL ENGINE Page 6

1.3. Quan ly xac thuc va phan quyén (tiép)

= H6 trg phan nhém tai khoan theo 02 nhom la quan tri vién va ngudi dung thudng véi nhitg quyeén
han cu thé déi véi timg nhém

SIEM Central Engine viewer 24

= Dashboards

=

HE THONG

allillnin B lillult

1.4. Quan ly bao cao

= Cho phép tao mdi, xem lai va x6a bao cdo da dugc tao
Danh sach bao cao
+ Thém mdi bdo cdao

Tén M6 ta Ngudi tao Trang thai Thai gian cap nhat
Mirc do canh bdo  Dung cho quant.. phongnd@bkav.... Kichheaty 2022/09/27 12:00:59
DemoDaotao.. Demo zazz phanna@bkav.c... Kiclheaty 2022/09/27 14:07:45
DemoBKAV administrator@s... Kichheaty 2022/06/27 14:59:44
update administrator@s... Kichheaty 2022/07/18 23:47:21
Bdo cdo hangn.. administrator@s... Kichtheaty 2022/06/27 14:59:43
DemoReport2 administrator@s... Kichiheaty 2022/08/05 16:45:39
DemoReportSOC administrator@s... Kichheaty 2022/06/27 14:59:45
DemeEnpoint administrator@s... Kichheaty 2022/05/26 14:53:20
DemoEndponit administrator@s... Kichheaty 2022/05/25 20:41:45

ReportMalware administrator@s... Kichheaty 2022/05/25 20:34:56

o B B B B B e e

ReportDdos administrator@s... Kighheaty 2022/05/25 16:29:55

Lich sir béo céao

Thii gian Tén Trang thai Phén hai

2023/02/01 10:00:01 DemoApp Thanh céng B B

2023/02/01 09:00:01 DemoApp Thanh céng Xem bdo cdo
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1.4. Quan ly bao céo (tiép)

= Cho phép tao mdi, xem lai va xéa bao cao da dugc tao (tiép)

BAO CAO GIAM SAT AN NINH MANG

Théi gian: 03:00 25/03/2023 - 03:00 26/03/2023
Bao cao giam sat 2023

test

474

= Cho phép tao bao cdo mai theo cac mau bao cao da dugc dinh nghia trude

BAO CAO GIAM SAT AN NINH MANG

TOP 10 loai canh:bhae:cx exampe Canh bao theo.mie d@ examoie
—— SOC aftack exampi¢ — SOC attack exampie
SOC attack exampi SOC attack example

SOC attack example SOC attack example

’ mm— SOC attack exampie ’ m—SOC attack example

SOC attack exampie SOC attack exampi

—SOC attack exampic SOC attack examplc

‘ m—SOC attack examplc ‘ —SOC attack example

m—SOC attack exampie mm— SOC attack example

SOC attack example SOC attack example

TOP 10 IP vi pham

CYBER SECURITY
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1.4. Quan ly bao céo (tiép)
Xem bao cdo

Bkav:.

BAO CAO GIAM SAT AN NINH MANG

Thoi gian: 14:34 06/04/2023 - 14:34 07/04/2023
BAO CAO GIAM SAT AN NINH MANG

TOP 10 loai ednhibaay Céanh bao theo mirc d§
B Successtullauthorize
Potentiakly Bad Tram
Net Suspicious Traffi

100" 23.76% — Attempted Informatic high
T 4 “Bad vord” matching low

Muttiple user genera

044
M Potential Corporate | 9.80% _— edim
23.76% User generated emor high
P A— gen g
 Attempted User Privi 0.2

TOP 10 IP vi pham

wn

CYBER SECURITY Bk .
] av:.

SOLUTIONS AND SERVICES



BKAVPRO SIEM CENTRAL ENGINE Page 9

1.4. Quan ly bao céo (tiép)

= Cho phép ap dung cac quy tac tim kiém thong tin, dirliéu log dé thém, loc, tinh chinh noi dung cho
bao cao

Chon index pattern

Chon properties

source.ip.keyword X

Mhap filter

= Cho phép Iva chon dinh dang tép tin bao cao xuat ra cac dinh dang sau: PDF, HTML
Tai xudng bao cdo

Loai tép
® PDF|
2 PDF

HTML

= Cho phép tai vé tép tin bao cao da dugc xuat ra

B MName - Date modified Type

v "E BaoCaoGiamSatAnNinhMang.2023.03.25.pdf  4/7/2023 9:24 AM Microsoft Edge P...

1.5. Quan ly tap luat bao vé

= Thém luat mai

Théng tin chung

Loai

blacklist

Tén

/% Ban chua nhip tén

CYBER SECURITY )
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1.5. Quan ly tap luat bao vé (tiép)
= Tinh chinh luat

Théng tin chung

Loai

any

Tén

Web_server_10

Canh bdo

Filter

term host.ip value  10.2.65.146

went.action value

term event. > value

Thém Filter

= Tim kiém luat

server < + Import file lugt yaml

Tén Phién ban Nha sén xudt Kich hoat Thai gian cap nhat
Web_server_10.2.65.1... any 0 o Kich hoat

Mail_s 10.2.65.1.. a 0 custo Kich hoat

= Xoa luat

Tén Loai Phién ban Nha san xuat Kich hoat Théi gian cap nhat
Web_server_10.2.65.1... any 0 custom Kich hoat

Mail_server_10.2.65.1... any 0 custom Kich heat

= Kich hoat/vo hiéu hda luat

server * a + Import file luat yaml|

Tén Loai Phién ban Nha san xuat Kich hoat Thai gian cap nhat

Web_server_10.2.65.1... any 0 custom V6 hiéu hda 2 30:08

Mail_server_10.2.65.1... any 0 custom Kich hoat 2 46

CYBER SECURITY )
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1.5. Quan ly tap luat bao vé (tiép)

= Xuat tap luat ra tép tin

=+ Import file luat yaml + Thém luat

Loai Phién ban Nha sén xuat Kich hoat Thai gian cdp nhat

ver_10.2.65.1.. any 0 custom (=) V& hidu héa 09:30:08 b x

ver_10.2.65.1... any 0 custom Kich hoat 20 3 Téi xudng

= Khoi phuc tap luat tirtép tin

Import file luat yaml

t, chi cé thé chon file yaml

= Cap nhat tap luat dugc phat hanh béi nha san xuat

Danh sach phién banméi &

Tén ludt Loai luat Phién ban Nha san xudt Mb ta Thoi gian cdp nhét

Disable Windows Firewall any 2 bkav Disable Windows Firewall 49

1.6. Cap nhat tap luat bao vé

= Cho phép twdong thong bao cé ban cap nhat méi cho quan tri vién

Danh sach phién ban mai [ &

(Chudng canh bao xuét hién khi c6 phién ban mdi cda luat)

= Cho phép tai vé truc tuyén va ap dung thd cong ban cap nhat mai

Tén ludt [ILETIE Phién ban Nha sén xudt Mé ta Théi gian cép nhé

Disable Windows Firewall any 2 bkav Disable Windows Firewall

1.7. Quan ly d6i tugng dugc giam sat va nguon guri log

= Cho phép quan ly déi twong dugc giam sat va nguon gt log theo cac nhdm dugc dinh nghia bai quan
tri vién

Quan ly may

Tén DiachilP  PiachiMAC  Diadiém Ngudn dir ligu M6 ta

Web server 10.2.65.146 0c.29.32.7b.6a T2B, HH1, Duon... Nginx act DVWA web server

Mail server 10.2.65.100 0c.29.32.7b.6a T2B HH1 mail server

CYBER SECURITY )
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1.7. Quan ly d6i tugng dugc giam sat va nguon gtri log (tiép)

= Cho phép quan ly déi tuong dugc giam sat va nguon gt log theo dia chi vat ly, dia chi mang va vi tri
dia ly

= Quan ly va giam sat tap trung cac thanh phan tich hgp bén trong: Receiver, Parser, Indexer, Storage,
Correlator

1.8. Chia sé dirliéu

= Hé thong giam sat an toan khéng gian mang quéc gia Viét Nam

Tén

Chia sé di liéu hé thdng gidm sat an toan khéng gian mang quéc gia

M ta

URL dich
Loai xdc thuc
APl Keys

Token

Trang thai

Lap lich

Mui gid

Asia/Ho_Chi_Minh

CYBER SECURITY )
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1.8. Chia sé dir liéu (tiép)

= Hé thong giam sat an toan khéng gian mang quéc gia Viét Nam

Chia sé dif liéu » C&u hinh chia sé > Thém mdi

Share event category
Count malware in machine
Number of machine malware

Count machine malware by unit

Bon vi NCSC

Cac thong tin khac

vendor_id

unit_id

sensor_id

Thém thong tin

2. Kha nang kiém soat [0i
2.1. Bao vé cau hinh

= Trong trudng hop phai khéi dong lai do c6 16i phat sinh (ngoai trir 16i phan cimg), ddm bao céc loai
cau hinh sau ma dang dugc ap dung dugc luu lai va khong bi thay déi trong [an khéi dong ke tiép:

v" CAu hinh hé thong: Cau hinh hé thong khong bi thay d6i khi hé thong dugc khai dong lai.
v Cau hinh quan trj tirxa: Cau hinh hé thdng khong bi thay dai khi hé théng dugc khéi dong lai.

v" Cau hinh tai khoan xac thuc va phan quyén nguoi dung: Cau hinh hé thong khong bi thay dai khi
hé thong dugc khédi dong lai.

v" CAu hinh tap luat bao vé: Cau hinh hé thong khéng bi thay ddi khi hé thong dugc khéi dong lai.
2.2. Bao vé dirliéu log

= Trong trudng hop phai khéi dong lai do c6 16i phat sinh (ngoai trir 16i phan cing), ddm bao dir liéu
log da dugc luu lai khéng bi thay doi trong Ian khdi dong ké tiép.

2.3. Dong bo thoi gian hé thong

= Trong trudng hop phai khdi dong lai do 6 16i phat sinh (ngoai trir 16i phan cing), dam bao thai gian
hé thong dugc déng bo tur dong dén thoi diém hién tai.

CYBER SECURITY
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3. Chirc nang vé log
3.1. Log quan tri hé thong

= Cho phép ghi log quan tri hé thdng vé cac loai su kién sau: Dang nhap, dang xuat tai khoan; Xac
thuc trude khi cho phép truy cap vao tai nguyén, str dung chirc nang cua hé théng; Ap dung, hoan
tac su thay doi trong cau hinh hé thdng, cau hinh quan tri tir xa, cau hinh tai khoan xac thuc va phan
quyén ngudi dung, cau hinh tap luat bao vé; Kich hoat l1énh khéi déng lai, tat hé théng; Thay déi thu
cong thoi gian hé théng

Nhit ky quan trj

Trang thai

= Cho phép ghi log quan tri hé thong c6 cac truong thong tin sau: Thoi gian sinh log (bao gém nam,
thang, ngay, gio, phut va giay); Dia chi IP hoac dinh danh ctia may; Dinh danh cla tac nhan; Thong
tin vé hanh vi thuc hién; Két qua thuc hién hanh vi (thanh cong hoac that bai); Ly do giai trinh d6i véi
hanh vi that bai

Nhit ky quan trj

Dia chi IP oai Trang thai

3.2. Log canh bao
= Cho phép ghi log canh bao dugc sinh ra bdi viéc thuc thi tap luat bao vé

rule.name:"Disable Windows Firewall" e

Timestamp

v ‘ 2023-04-07 11:20:50.000 +07-00 Disable Windows Firewall medium

@timestamp 2023-04-07T04:20:50.0002
event.dataset alert
event.module elastalert

event.severity 3

CYBER SECURITY Bk .
] av:.
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3.3. binh dang log

= Cho phép chuan hda log theo tdi thi€u 01 dinh dang da dugc dinh nghia trude dé truyén dir liéu log
cho cac phan mém quan ly, phan tich, diéu tra log

Mar 12 91:18:58 10.10.8.254 date 27 time=08:18:57 devname="YBI-EXT-FwWe2"
devid="FGT2KETB19980873" eventtime=1647847937724295741 9700" logid="00010680014" typ
S5cef:69aa:62cd srcport=5363
own@"” dstintfrole="undefined
dp /1988~
inscanned”

devid="FGT2KETB19900¢ i 5 +0700" logid="0001000014" type="traffic"
subty| "local™ level i S5cef:69aa:62cd srcport=5363 cintf="port25"
srcintfrole="wan" dstip=ff@2::c dstpor 8 i " i undefined

154784 proto=17 action="den id=0 policytyp local-in-policyb v dp/1988"

“noop™ app="udp/1980" duratio Y rcvdbyt sentpkt=0 rcvdp inscanned”
91:19:07 10.10.8.254 date 3 8:19:06 devname="YBI-EXT-Fwe2"
logid="0001000014" typ

subtype="1o :2d85:ad84:a2bb:4888 srcport=53367
srcintfrol 3 i % dstport=53 dstint inknown dstintfrole
sessioni : 7 action="deny" pol i policytyp local-in-poli
trandisp=" " app="udp/5355" duration=0@ sentbyte=@ rcvdbyte=0 sentpkt=0 rcvdpkt=@ appcat

Fortinet - . anned
Fortinet - anned
Fortinet - . anned
Fortinet - anned

Fortinet - anned

1000014
1000014
1000014
1000014

1000014

(Log sau khi chuén héa)

3.4.Quan ly log

= Cho phép thiét |ap va cau hinh cac cai dat lién quan dén luu trir va hay bé log (ngudng gidi han dung
lugng luu trir, khoang thai gian luu tri)

21 log size 1limit: 46 # GB
22 node_route_type: 'hot'

(Ngubng gidi han dung lugng luu trirlog)

Trang thai
duoc quan ly

D3 duoc quan ly

(Ngutng thoi gian luu trirlog)

CYBER SECURITY
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3.4. Quan ly log (tiép)

= Cho phép tim kiém log theo tir khéa trén tat ca cac truong thong tin bao gém ca cac trudong thong tin
cap thap hon (néu cd)

@ EX[)|OI'€‘ <3 = Firewall Logs

Query event.module: fortinet

Metric (1) Raw Data » Size: 500

+ Add query © Query history @ Inspector

ZInQlYcBa9SUUO_N... so-firewall
XonQIYcBa9SUUO_.. so-firewall

WYnQIlYcBa9SUUO_.. so-firewall

= Cho phép phan nhom log thanh cac nhom surkién theo cac tiéu chi khac nhau

eventmodule

Software Protection service scheduled successfully windows_eventlog

Windows Logon Success windows_eventiog

Service startup type was changed windows_eventlog

Windows User Logoff windows_eventlog

New Windows Service Created windows_eventlog

Logon Failure - Unknown user or bad password windows_eventlog

ET INFO Observed Telegram APl Domain (api .telegram .org in TLS SNI) suricata

GPL SNMP public access udp suricata

ET POLICY GNU/Linux APT User-Agent Outbound likely related to package management suricata

Explore <€ = Firewall Logs

Query device_name="SFaiv"

Metric (1) Logs + Options

CYBER SECURITY

SOLUTIONS AND SERVICES Bkav‘;ro
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3.4. Quan ly log (tiép)

= Cho phép xuat dir liéu log ra d€ phuc vu cho viéc tich hgp cac dir liéu vao giai phap khac vé quan ly,
phan tich, diéu tra log

Tinhtrang Trangthdi  Primary shards Replicas Docscount  Docs deleted Store size  Primary store size

3.5. Cach thur tiép can log
Cho phép tiép nhan log gt tir Collector théng qua céac cach thirc sau:
= Tiép nhan log qua két ndi UDP

input {
udp {
port => "5045"
¥

N Wk

}
s 1

= Tiép nhan log qua két ndi TCP khong ma hoa

1 [dnput

2 tcp {

3 port => "5Q45"
4 }

s 1

= Tiép nhan log qua két ndi TCP ¢6 ma héa nhu TLS

1 input {

2 tep {

3 port => "5046"

4 ssl_enable => true

5 ssl_cert => "/etc/pki/tls/myCA/server_crt.pem"
6 ssl_key => "/etc/pki/tls/myCA/server_key.pem"
7 ssl_cacert => "/etc/pki/tls/myCA/cacert.pem"
8

9

e

|

1

CYBER SECURITY
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3.6. Chuan hoa log

Cho phép tiép nhan va chuan héa log gt tir Collector theo tdi thi€u 10 loai log khac nhau:

= Chuan hoa

dugc log theo cac dinh dang tép tin cac dinh dang bao gém: SYSLOG, JSON, CSV, CEF,
NETFLOW

event.datas firewall
event.module pfsense
firewall.anchor

firewall.tra 1080000112
host. name Master
ingest . timestanp

interface.name

eaa:6796, o2
metadata.beat
metadata.ip_address
metadata.pipeline
metadata. raw_index
metadata. truncated
metadata. type
metadata. ver
network. class
community_id
network . dire
network . flow_label
network . hop_limit
network. transport
network. transport_id
rule.acti; pass

rule. re match

1ty
verity_label
t.name

file.path /nsm/suri

1d.uid 11435717775014:
offset

777581448, "in_iface” : "bonde’
_ip” 7 4 P, "community_id" :*1:I3C]JayCq@01P o,
on”:"allowed","gid" 1 o 7,"re signature’:"ET INFO Observed Telegram API Domain (api org in TLS
ient_Endpoint”],"created_at”:[ 89_16"], “deplo

Misc activi

er_category” :["HUNTING" ]

OME_NET any -> $EXTERN.
ni:

ment” ;[ "Perim
."signature_severity”:["Infornational], "updated_at”:["2621_69_16"]1},"rule" :"alert tls $H
ET INFO Observed Telegram API Domain (api .telegram .org in T T)\"; Flow:established,to_ser: 51
: depth:16: isdatast:!1, relative; classtype:misc-s B 2033 a:attack_target Clien
t_Endpoint ed_: ory HUNTING, performance_impact
dated_at 2021_9_16;)"},"ap .6.1..P¥5..L0.h. . dg..

rmational, up
FaocolFoo dBacdibo™Boocfoo

.api. telegram.or

X:

M.r.H.%.Kdg
0..\rqR..". h.4

qCv.eag-dN...p..10
1kAbVYq eF AAQATWPMAAAAQE!
@© netadata.beat
® metadata.ip_address
metadata.type
metadata

network 1:136JayGqe01PyUhLanxpX

Szar

P*5..LJ.h

..api.telegram

ork.data.decoded

P%.M.r.H.%. KdqI YX
9u.G..D[$.W..78.4.U
S 1{...To.Q

CYBER SECURITY
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3.6. Chuan hoa log (tiép)

= Chuan hoa dugc log ctia hé diéu hanh Windows va Unix

= Chuan héa dugc log clia cac loai tudng Itra khac nhau nhu la: Pfsence, Barracuda, Fortinet, Checkpoint,
Sophos, Cisco, Palo Alto Networks, Juniper SRX Firewalls

+ Add query (o) @ Inspector

CYBER SECURITY )
SOLUTIONS AND SERVICES BkaVPro
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3.6. Chuan hoa log (tiép)

= Chuan hoa dugc log cla cac loai thiét bi mang khac nhau nhu 1a: Juniper, TP-Link, Cisco, DrayTek (tiép)

highlight
draytek C 0. 192.168.10.12
draytek C (M 3916868, 2.168.10.12
draytek C . -~ 192.168.10.12

draytek c (MAC 6 39 0 192.168.10.12

draytek c er (MAC=0.. 6 3915000, 2.168.10.12

draytek c =0 192.168.10.12
draytek c (M 6 @ 192.168.10.12
draytek c =0 192.168.10.12
draytek c =0 -~ 192.168.10.12

draytek Local User (MAC=0 3000, 192.168.10.12 0C-C4-7A-C8-B6-2F

highlight
CONFIG_| -5-C... nfigured from co...
SYS CONFIG_I . Configured from ce..
LINEPROTO UPDOWN sc N Line protocol on Int.
LINEPROTO UPDOWN os sc 00 NEPR.. Line protocol on Int
LINK UPDOWN
LINK UPDOWN

LINK UPDOWN 08 3 0 NK-3-. Interface Port-chan.

3.7. bong bo hoéa thoi gian log

= Cho phép dong bé hoa thaoi diém log dugce ti€p nhan tai Receiver va thoi diém log dugc thu thap tai
Collector dua trén cai dat vé mui gio da dugc thiét lap.

3.8. Luu trirlog duéi dang dir liéu tho

= Cho phép luu trir tat ca log dudi dang dir liéu thé bat ké co thé phan tich ci phap dugc hay khong. Dir
liéu thé dugc luu trir nguyén ban trong database dudi dang moét truong dir liéu cho du dugc phan tich
hay khéng. Ngudi dung c6 thé tim kiém toan van trén trudong dir liéu nay.

t Object]
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3.9. Lam giau thong tin

= Cho phép lam giau thong tin cho log (phan giai chudi ky tu dinh danh thanh tén tai khoan nguoi dung;
toa do, vi tri dia ly cho dia chi IP public; luu lai thai gian sinh log theo mui gio cuc bo tai may)

(Phan giai chubi ky tu dinh danh thanh tén tai khoan ngudi ding)

destination. coun destination

GB United Kingdom

GB United Kingdom 149.154.167
VN Vietnam 103.245.249.90

Vietnam 103.245.249.90

(Thoi gian sinh log)

CYBER SECURITY
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3.10. Giam sat hiéu nang qua trinh tiép nhan log
Cho phép giam sat théng qua giao dién d6 hoa cac thong s6 hiéu nang sau cua qua trinh tiép nhan log:

= S0 lan thirkét noi lai dén Collector

Collector 1

(Truong Reconnect)
= Thoéng béo vé két ndi khong thanh cong dén Collector

Collectar 1

(Truong Status)

= S0 lugng tac vu tiép nhan log ma khong dugc thuc hién thanh cong

(Truong Missing)

3.11. Giam sat log ti€p nhan dugc theo thai gian thuc
Cho phép giam sat théng qua giao dién d6 hoa log gt tir Collector:
= Tao thong ké dir liéu theo thoi gian thuc

& Pipeline Overview / Edit Panel

Indexing Events per Secoi ADSCIUte time range

From
now-3h

60.00

40.00
4 . Last 1 hour
Apply time range

2000 Last 3 hours

Recently used absolute ranges

~" 2001-02-20 00:00:00 t¢
0o

0:00:00 to 2023-04-15

o UTC+07:00  Change time settings

8 Query 4

CYBER SECURITY )
SOLUTIONS AND SERVICES BkaVPro




BKAVPRO SIEM CENTRAL ENGINE Page 23

3.12. Xt&rly thong tin trong log co kiéu dir liéu dia chi IP

= Cho phép xtr ly théng tin trong log cé ki€u dir liéu dia chi IP theo dinh dang IPv4. Phan mém cé kha
nang xtr ly truy van tim kiém dir liéu bang dai dia chi IP

source.ip: [10.2.65.8 TO 10.2.65.255]
Raw Data ~ Size: 10

size

© Query history © Inspector

ET INFO Observed T. emergin.
emergin
emergin
emergin
ET INFO O C c.emergin
ETINFO O C //doc.emergin.
.emergin

oc.emergin. ert d HOME_N s 6808391196 10.2.65.120

emergin. ert dns $HOME_N... n s 10.2.65.120

ET INFO Observed : emergin. alert dns $HOME_N... eats 10.2.65.120

3.13. Truyén dir liéu an toan

= Cho phép ma héa dirliéu deé trao doi dir liéu gilra Collector va Receiver

1333 output:

1334 enabled: true

1335 hosts:

1336 — "Master:5644" #10.2.65.215
1337 loadbalance: false

1338 worker: 1

1339 bulk_max_size: 2048

1340 ssl.verification_mode: full

1341  ssl.supported_protocols: [TLSv1.@, TLSvl.1, TLSv1.2]

1342 ssl.certificate_authorities: ["/usr/share/receiver/intraca.crt"]
1343 ssl.certificate: "/usr/share/receiver/receiver.crt"

1344 ssl.key: "/usr/share/receiver/receiver.key"

1345 ||

4. Hiéu nang xur ly

4.1. Do tré thoi gian phan héi cac yéu cau truy van dir liéu

= Dam bao rang do tré thai gian tim ki€ém log véi do phurc tap bat ky, cé phan hdi trong khoang thoi
gian toi da la 02 phat

4.2. Xt ly dong thoi nhiéu tac vu
Cho phép xtrly déng thoi t6i thiéu 03 tac vu khac nhau:

= Tiép nhan log theo thai gian thuc déng thai tir t6i thi€u 03 ngudn log khac nhau.

open ) 18478 32.1mb 32.1mb

open n 506.9kb 506.9kb

open 4 69kb 69kb

open 2 21.1mb 21.1mb
open 7.2mb 7.2mb
open 2.4mb 2.4mb

open 352.1kb 352.1kb

(Hé théng dang tiép nhan nhiéu nguén log khac nhau cung ltc)

CYBER SECURITY )
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4.2. Xt ly déng thoi nhiéu tac vu (tiép)

= C6 kha nang xutr ly dong thai theo thoi gian thuc toi thiéu 02 tac vu cho viéc tim kiém log va phan tich
tuong quan surkién

Query source.ip: [18.2.65.8 TO 18.2.65.255]

Alias

Metric (1) 5 Raw Data > Size: 500

-+ Add query S Query history & Inspector

ource.ig
10.2.65.47 “beats_input_..
10.2.65.246 “beats_input ..
10 s.89 “beats_input__.
10.2.65.89 “beats_input__

10.2.65.89 “beats_input ..

4.3. Xtr ly dong thoi nhiéu su kién
= T6i thiéu cho phép xtrly va luu trir dir liéu dong thai 5.000 su kién trong khoang thai gian 1a 01 giay.

Indexing Events Per Second - storage

60.00

40.00

20.00
) MM‘WA'\NIM‘ “WVL—M--J\'L..«J«M’(N -MA-M.‘L..M\J‘- Wﬁv-»'J-M~
0 0 1 1 11:0

0
EPS

== |ncoming

== (Outgoing

5. Chirc nang tu bao vé
5.1. Phat hién va ngan chan tan cong hé thong

= C6 kha nang tu bao vé, ngan chan cac dang tan cong phd bién sau vao giao dién ra bén ngoai cla
hé thong, bao gébm cac dang sau:

v" SQL Injection; 0S Command Injection; XPath Injection; Remote File Inclusion (RFI)
v" Local File Inclusion (LFI)

v" Cross-Site Scripting (XSS)

v" Cross-Site Request Forgery (CSRF)

rule.name o
teler detected Directory Bruteforce

teler detected Common Web Attack: finds htm breaking injections including whitespace attacks

teler detected Common Web Attack: finds sttribute breaking injections including whitespace attacks

teler detected Common Web Attack: Detects urk, name-, JSON, and referrer-contained payload attacks

teler detected Common Web Attack: Detects the IE octal, hex and unicode entities

teler detected Common Web Attack: Detects specific directory and path traversal

teler detected Common Web Attack: Detects possibly malicious html elements including some atiributes

teler detected Common Web Attack: Detects possible includes, VBSCript/JScript encoded and packed functions
teler detected Common Web Attack: Detects common comment types

teler detected Common Web Attack: Detects classic SQL injection probings 1/2

teler detected Commeon Web Attack: Detects basic directory traversal

teler detected Common Web Attack: Detects basic SQL authentication bypass attempts 2/3

a
a
a
A
a
a
a
a
A
a
a
a
a

teler detected Common Web Attack: Detects JavaScript cookie stealing and redirection attempts
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5.2. Cap nhat ban va hé thong
= Co6 chirc nang cho phép cap nhat ban va dé xdrly cac diém yéu, 16 hong bao mat

Cap nhat phién ban > Phién ban khac

Phién ban khac

Tén phién ban Loai  Phién ban Nha san xuat M5 ta Thai gian cap nhat

update-message onion 2.1 bkav update-message 2022/11/24 09:40:00

vbvnvbn onion 3 bkav bvnbvn 2022/12/28 06:48:02

= I =

timezone-browser onion 2.2 bkav update timezone ... 2022/12/28 06:41:51

6. Churc nang phan tich tuong quan su kién va canh bao
6.1. Phan tich tuong quan su kién theo thai gian thuc

= Cho phép phan tich tuong quan su kién theo thoi gian thuc doi véi dir liéu log thu thap duoc

6.2. Phan tich tuong quan su kién stir dung danh sach dong
= Cho phép phan tich tuong quan surkién str dung thong tin trong danh sach dong

Quan Iy danh sach déng

+ Thém danh séch dong

Tén cot
tep doc hai description, md5

C2 server description, ipv4, ipve

+ Thém di ligu

IPV4

10.10.1.200

10.10.1.200 4
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6.2. Phan tich twong quan su kién str dung danh sach dong (tiép)
= Cho phép phan tich twong quan sukién str dung théng tin trong danh sach dong (tiép)

Tén

Connect to C2 server

Canh bao

Index

sample*

Key elastic

destination.ip

Cot gia tri

Danh sach ddng

Chon cit so sanh
ipvd

Chon bang so sanh

C2 server x
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6.3. Canh bao theo thai gian thuc
Cho phép tu déng canh bao téi nguoi dung theo thaoi gian thuc ddi vdi cac loai surkién sau:

= Canh béo vé viéc hé thong ngimg luu trir thém dir liéu méi khi Storage da dat ngudng gidi han luu trir
ma khéng thé luu duge dir liéu méi

~ Firing

B2 Go to dashboard B2 Go fo panel B Silence © Show state history

@ Search by label

v Alerting alertname=The data storage partition exceeds the threshold

(Canh bao dung luong luu trir dat téi nguéng gidi han duoc cau hinh)

21 log size 1limit: 46 # GB
22 node_route_type: 'hot'

(Phan mém tu'déng xda log khi dung luong luu trir dat téi gia tri “log_size_limit”". Vi vay, hé
théng luén dam bao c6 thé luu trirdir liéu méi vao CSDL = khéng c6 canh béao)

= Canh bao vé dau hiéu, nguy co, su ¢, cudc tan céng va cac hanh vi gady mat an toan thong tin khac dua
trén két qua thuc thi luat phan tich tuong quan sukién

rule.name:"Disable Windows Firewall" 9

Timestamp

v ‘, 2023-04-07 11:20:50.000 +07:00 Disable Windows Firewall medium
@timestamp 2023-04-07T04:20:50.000Z
event.dataset alert
event.module elastalert
event.severity 3

event.severity_label medium

event_data.@timestamp 2023-04-07T04:16:22.1387

event_data._id bXLuWYcBrSkaPfgJCSUM

CYBER SECURITY Bk .
] av:.
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6.4. Canh bao vé nhom doi tuong duoc giam sat

= Cho phép sinh canh bao chira cac thong tin thuéc nhém dodi tugng dugc gidam sat: canh bao co truy cap
tirxa vao dai dia chi IP danh cho cac may chu.

“+ Import file hujt yom|

Q v Custom

rule name:"Web_server_10.2.65.146° )

(Canh bao khi may chu duoc truy cép tirxa qua giao thic SSH)

6.5. Canh bao theo nhiéu phuong thurc
Cho phép tur dong canh bao theo cac phuong thirc sau:

= Hién thi n6i dung canh bao trén giao dién d6 hoa vé quan ly canh bao

= Canh bao qua phuong thirc gtri thu dién tr hoac tin nhan SMS

I} [No Reply] Bkav Cyber Security
® oo

This mail is sent from the Bkav Security SIEM

1tép dinh kém - Gmail da quét
a report.csv '
« Tralsgi ) ( ~ Chuyéntiép
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7. Tai liéu

= Hudng dan trién khai va thiét 1ap cau hinh

= Hudng dan strdung va quan tri

8. Hiéu qua cua hé thong

8.1. Thu thap, x(rly, phan tich Log

= Co6 kha nang tiép nhan log ctia 04 ngudn log thiét yéu: thiét bi mang (Router, Switch), thiét bi bdo mat

(Firewall, NIDS, Endpoint AV server), hé diéu hanh (Linux, Windows), ing dung (Web, Mail, DNS, DHCP)

Index Tinh trang Trang thai Primary shards Replicas Docs count
so-zee 7 green open 7 84962

so-firewal 07 green open 2617

so-linux.system-2023.0... green open

so-mail-2( 7 green open
so-kibana-2023.04.07 green open
so-endpoint-2023.04.07 green open
so-apache.access-202.. green open
so-zeek_dns 4.07 green open

green open

green open
so-ossec-2023.04.07  green open
so-windows.system-20... green open
so-ids-2023.04.07 green open
so-elasticsearch-2023.... green open

so-syslog-2023.04.07  green open

8.2. Phan tich phat hién tan cong dua vao phan tich luu luong mang

= CO kha nang phat hién tan céng co ban |dp mang

= Kha nang phat hién két noi dén may chd diéu khién ctia ma doc
@ Explore €€ < somap

A
Query rule.sub_category: CNC

Metric (1) G Raw Data » Size:10

+ Add query © Query history @® Inspector

on.port  evel
80 network
80 network

106 Asia/Bangkok ¥ 4 80 network

106 Asia/Bangkok 212.252.2 80 network
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8.3. Phan tich phat hién tan cong Endpoints, Server
= CO kha nang phat hién cac hanh vi bat thuong nhu:
v" Chay céac lénh nguy hiém

Q + Group By Name, Module

Audit: Highly Suspicious Command executed: /usr/sbin/tcpdump

mestamp rule.name event.severity_jabel o

2023-05-14 16:47:06.724 +07:00 Host Blocked by firewall-drop.sh Active Response low 10.2.65.68

8.4. Phat hién, ngan chan tan cong I&p tng dung

= Tich hop dugc véi giai phap cé san dang cé (giai phap quan ly ma doc tap trung san co)

THONG KE LO HONG TRONG HE THONG

1501 50281 501

anh séch mdy 1n tal 18 héng

8.5. Quan ly, phan tich, canh bao
= Co6 hé théng phan mém ho trg khach hang dam bao cé cac théng tin: Chi tiét vé su ¢, tuong quan gilra
cac su kién, murc do, tinh trang xtr ly

ET POLICY PE EXE or DLL Windows file download HTTP

alated event details in the Events tab below. Click here to update this deseriptio

CYBER SECURITY
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8.5. Quan ly, phan tich, canh bao (tiép)

= Co6 hé théng phan mém ho trg khach hang dam bao c6 cac thong tin: Chi tiét vé su ¢, tuong quan gilra
cac sukién, muec do, tinh trang xtr ly (tiép)

+

Y Filter Results
Created &
> O N Mar 30, 2023 10:43 AM Mar 30,2023 10:43 AM [ 149.255.58.23

v e ’ Mar 30, 2023 10:46 AM Mar 30, 2023 10:46 AM ©aB9cd1946b70536a6fc7193b05883

Value (hash, filename, etc.):
©ca89cd1946b70536a6fc7193b05883c8

Analyzer Results:
Job: 1041 Mar 30, 2023 10:46 AM Analyzers Processed: 2
malwarehashregistry No results found Bytes: 143

virustotal Malicious Bytes: 14,249

A% admin@bkav.com - Mar 30, 2023 10:46 AM

Y Filter Results
Timestamp
2023-03-30 10:20:08.803 +0..  VIWHMICBSZAXMAMTiqOn network suricata
10:20:09.362 +0. VIWHMICBSZAXMAMTtqOi network suricata

2023-03-30 10:20:09.388 +0. WFWHMIcB5ZAXMAMTtqOn network suricata

Rows per page:

& ATTACHMENTS

admin@bkav.com Mar 30, 2023 10:40 AM 4 Create
admin@bkav.com Mar 30, 2023 10:40 AM 4 Create

admin@bkav.com Mar 30, 2023 10:40 AM & Update

admin@bkav.com Mar 30, 2023 10:40 AM & Update

admin@bkav.com Mar 30, 2023 10:41 AM Events 4 Create
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9. Chuc nang khac

= Tao kénh két ndi an toan gitra SOC Master dén cac thanh phan trong hé thong.

39

40 :

41 : true

42 ! none

43 : Jusr/share/master/config/master.key

44 : Jusr/share/master/config/master.crt
45 :

46 - Jusr/share/master/config/ca.crt

47 :

48 :

49 : true

50 : none

51 : Jusr/share/master/config/master.key

52 : Jusr/share/master/config/master.crt
53 :

54 - Jusr/share/master/config/ca.crt

= Tiép nhan cac dir liéu metadata tir hé thong thu thap dirliéu SOC Sensor theo thoi gian thuc.

= Tich hgp module SOP, gitip phan (mg nhanh khi gap su ¢g, tao quy trinh xtr ly va gan viéc x(r ly theo tinh
huéng, swco cu thé.

ET POLICY PE EXE or DLL Windows file download HTTP

= Tich hgp module Investigation, gitp quan tri vién va cac chuyén gia diéu tra, x(r ly su cd; cho phép phan
tich dir liéu raw log, ma héa, gidi m3, tinh toan ham bam dé phuc vu phan tich.

CYBER SECURITY :
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9. Chire nang khac (tiép)
= K&t n6i dén cac hé thong chia sé an toan thong tin dé€ cap nhat cac nguy co mai nhat.
= Thu thap céac théng tin Threat Intelligence d€ dua ra cac luat chan bat nguy co mai.

= CAu hinh bé luat, tw dong dong bo luat tir SOC Master xuéng cac thanh phan trong hé théng.
Quan ly nhém luat
Tén nhém Mo ta Minion

SNMP K&t nGi SNMP cac thiét bim

r Performance Nhan log trang thai hoat dén

master, storage

master

= HO trg quan ly tap trung tdi cac thiét bi sensor (collector) trong hé théng: Pong bd théng tin hé thdng
trén cac thiét bi Collector (thai gian hé thong, tap luat thuc thi, cau hinh Firewall...)

Quan Iy nhém luat
+ Thém mdi nhom luat

Tén nhém Mo ta Minion
SNMP K&t ndi SNMP c hi&t bi m... senso
Server Performance Nhén log trang thai hoat d
Syslog
HIDS
earch-alert earch a master, storage

Allow MySQL Allow MySQL master

(Trang quan ly firewall cho tat ca cac thanh phan trong phan mém SIEM)

= Lam giau dir liéu khi phan tich

United Kingdom 149.154.167.220

(Vi tri dia ly cua ip duoc b6 sung, lam giau cho log)
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9. Chire nang khac (tiép)

= Hién thi ban d6 ma doc cua t6 chire (Tinh/Huyén) va cac don vi truc thuéc.

BAN D0 MA BOC

B Tir0dén 10
B T 11 dén 20
Tir 21 dén 30

Tir 31 dén 60

gtttong nong |am san va thiy sdn: 12
hong Quéng Tri : 4

= C6 Uing dung (App Mobile) phuc vu quan trj vién trén thiét bi di dong (hé diéu hanh iOS va Android). Yéu
cau két ndi tir App Mobile dén hé théng giam sat sir dung VPN xac thuc thong qua khoa bi mat duoc
luu trirtrén SIM dé tang cudng bao mat

M6 ta: Ung dung di dong 1a mot gidi phap mdi, cho phép quan trj vién truy cap hé théng giam sat mang
mét cach thuan tién va linh hoat trén thiét bj di ddng. Ung dung nay cung cap cho ngudi dung kha nang
truy cap dir liéu va thong tin vé tinh hinh an ninh mang cta don vi bat ctr khi nao va & bat ky dau, gidp
ho quan ly hé thong mang cia minh mot cach hiéu qua hon. D& dam bao tinh bao mat clia img dung di
dong, SIEM str dung két ndi VPN va xac thuc théng qua khéa bi mat duoc luu trir trén SIM. Khi quan tri
vién két noi ing dung di dong dén hé thong giam sat, ho phai sir dung mot khda bi mat dé xac thuc truy
cap. Khoa bi mat nay dugc luu trir trén SIM va dugc sir dung dé thiét 1ap két ndi VPN gilra thiét bi di
déng va hé thdng giam sat mang. Diéu nay gilp tang cuong tinh bao mat cta hé thdng giam sat mang,
bai vi VPN két néi co tinh bao mat cao, ngan chan bat ky ai khac truy cap vao dir liéu khi théng tin dugc
truyén di gira hai thiét bi. Ngoai ra, khoa bi mat dugc luu trir trén SIM ciling gitip bao mat cac thong tin
xac thuc truy cap, ngan chan bat ky ai khac truy cap vao img dung di dong

v4n1755 [P OO

eEye Security 7812023 3 | € Malware tir mang
Behabiour ‘Tinh A*

Tinh A

27.72.28.152

84812016188

http://103.237.98.74 Thang ké

erver Port Malware tir Két néi C&C Hanh vi do

LZO Compre
@ 10.184.10.53

Ty

Sim PKI
@ 10.184.21.79
@ 10.184.254.205

@ 10.184.254.216

@ 10.184.26.34

a0 wéng dén ién he
An toan
Ché do toan man hinh
10.184.29.254

CYBER SECURITY
- SOLUTIONS AND SERVICES BkaVPro



BKAVPRO SIEM CENTRAL ENGINE Page 35

9. Chire nang khac (tiép)

= HO trg phan tich log theo céac ct phap da cé san hoac cu phap tuy bién

Ingest Pipelines

Define a pipeline for prep: ing documents before indexing.

Create pipeline

Processors

(Hé théng cung cap san cac bé strly doi vdi dir liéu tir cac thiét bi/hé théng mang phé bién. Néu
chua ¢6 b6 xtrly tuong ing, nguei diing c6 thé turthiét Iap bo xcr ly dit liéu)

= Quan ly hé thong théng qua ca giao dién d6 hoa va giao dién dong Iénh

SIEM Central Engine
== Cau hinh > Cai d&t chung > Quén ly xdc thuc

Quan ly xac thuc
D5 dai mét khiu

6

Ky tu ddc biét |@#$%*&* Chir so

Chir thudng Chir hoa

CYBER SECURITY
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9. Chire nang khac (tiép)

= Quan ly hé thong théng qua ca giao dién d6 hoa va giao dién dong lénh (tiép)

157 so-Linux.system:

158 warm: 7

159 ~lose: 1

60 1

161 so—eventcorrelate:

162 warm: 1

163 close: 4

164 delete: 1

165 so—endpoint:

166 warm: 7

167 close: 1

168 delete: 1

169 cluster_routing_allocation_disk_watermark_low: 95%

170 clu g_z sk_watermark_high: 98%

171 clu sk.threshold_enabled: true
172 clu isk_watermark_flood_stage: 98%
173 redis_settings:

174 redis_maxmemory: 812

= Quan ly cau hinh Collector, Storage

Tén ngudn May Pia chi P Minion Phuong thic Mé ta

Nginx access Web server .2.65.146 sensor Thu thap log Web ..

10.3.100.20 ens : Thu thap log Forti...

(Cau hinh Collector)

Danh sach vong doi index

Index ‘ Trang thai
so-firewall 3 Ba duge quén ly
s0-0Squery 3 3 P& duoc quén ly

so-zeek

(Cau hinh Storage)

= HO tro thém, stra, xda bo luat thuc thi qua giao dién d6 hoa
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9. Chire nang khac (tiép)

= Quan ly phan quyén déi tugng va thong tin giam sat

SIEM Central Engine admin@bkav.com ;&

DEELLLENGES

HE THONG

flilh

‘?:‘ C3u hinh Cai dat chung g
Quan ly log T e
Chia sé dir liéu
Quan ly luat
Quan ly SOC Server
Quan ly tudng lira
Quan ly datasource
Cap nhat phién ban
Quan ly ngudi dung

Dashboards

SIEM Central Engine

Dashboards

HE THONG

"'lwl"“

s8% C&u hinh DEELLLETGE
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9. Chire nang khac (tiép)

= Quan ly phan quyén déi tugng va thong tin giam sat (tiép)

SIEM Central Engine

= Dashboards

=

HE THONG

allillin N allillin N

(m
I

1/1 Thiét bi

Service

= Hién thi dr liéu vé tinh trang lay nhiém ma doc tir hé thong phong chdng ma déc tap trung dang trién
khai tai t6 chirc. Hién thi dugc théng tin may nhiém ma doc theo timg don vi truc thudc, thong tin theo
timg IP may, théng tin chi tiét nguoi dung bi nhiém ma déc ma cé thé diéu tra dugc
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9. Chire nang khac (tiép)

= HoO tro tuy bién giao dién va ndi dung giam sat:

v" Cho phép Iua chon céc loai bi€u do dé truc quan hda dir liéu (time series, bar chart, Gauge, Bar
gauge, Table, Pie chart, smart number, heat map, graph, text, geo map)

v' Goiy céc loai bi€u d6 phu hop vai dir liéu dang lua chon

2366 1iw 801w

v" Thay déi mau dir liéu trong biéu dé dua theo ngudng

CYBER SECURITY
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9. Chire nang khac (tiép)
= HO trg tuy bién giao dién va ndi dung giam sat (tiép)
v" Cho phép lua chon céac loai don vi do phé bién phu hop véi dir liéu hién thi

Standard options

Unit

bytes/sec(Sl)

LOncentranon \ A
Watt (W)

Currency Kilowatt (kW)

Data Megawatt (MW)

)ata rate i .
Data rate Gigawatt (GW)
Jate & time — - A
N Milliwatt (mWw)
Energy Watt per square meter (W/m3)

—

Standard options

Unit
bytes/sec(Sl)

‘ressure | i 3
AR counts/sec (cps)

Radiation

ops/sec (ops)

otational Spee y PR
Rotational Speed requests/sec (rps)

emperature ; P
Temperature reads/sec (rps)

Time

writes/sec (wps)

Throughput I/0 ops/sec (iops)
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9. Chire nang khac (tiép)
= HO trg tuy bién giao dién va ndi dung giam sat (tiép)

v" Cho phép Iua chon cac loai don vi do phd bién phu hgp véi dir liéu hién thi (tiép)

Standard options

Uit

bytes/sec(Sl)

megabytes
Angle

gibibyt
Area

gigabytes
Computation

tebibytes
Concentration

terabytes
Currency

pebibytes
Dat:

Value mappings

Condition Display text

i value

+ Add a new mapping Ccancel

v Chinh style gia tri dir liéu va tuy chon phuong phap xtr ly chudi dir liéu duge hién thi trong bi€u d6 (m
max, téng, loc trung, dém, cac gia tri trong)

Legend values
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9. Chire nang khac (tiép)

= HO trg tuy bién giao dién va ndi dung giam sat (tiép)

v Chinh style gia tri dir liéu va tuy chon phuong phap xur ly chudi dir liéu dugc hién thi trong biéu
d6 (min, max, tong, loc trung, dém, cac gia tri trong) (tiép)

= Ho tro chia sé dir liéu véi cac kénh dugc cai dat san téi thi€u két ndi tdi trung tdm gidm sat an toan khéng
gian mang qudc gia Viét Nam

Pon vi NCSC

Cac théng tin khac

vendor_id
unit_id

sensor_id

Thém thong tin
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9. Chire nang khac (tiép)

= HoO tro chia sé dir liéu t6i cac kénh tuy chon khac

C4u hinh chia sé

Cap nhét chia sé dir liéu

Tén

canh bao nghiém trong

Mb ta

URL dich

Loai xac thue

Bearer Authentication

Token

Trang thai

Lap lich

Mui gid
Asia/Ho_Chi_Minh

Danh sach API chia sé

Bon vi NCSC

©

Céc théng tin khac

org_id DX113

= Tinh nang Théng tin tinh bao mai de doa (Threat Intelligence): Thong tin tinh bao méi de doa (Threat
Intelligence). C6 thé tich hop Threat Intelligence bén thir 3. M6 dun chia sé dir liéu cda théng SIEM cung
cap kha nang guii/nhan dir liéu vai cac hé théng Thong tin tinh bao vé méi de doa.

= Tinh nang xt ly dir liéu: Bo x(r dit liéu (Data Processor)
Processors

{
“dissect”:
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9. Chire nang khac (tiép)
= NTA - Hé théng phan tich dirliéu mang.

RERERPS

= Cong nghé phan tich cac dir liéu tho thanh cac dir liéu metadata cé chira cac thong tin bao gém: dir liéu
metadata dugc luu theo ngir canh, metadata chira cac thong tin tir layer 2-7 (Network Data, Server Data,
Application Data, User Data, Syslog), L4-L7 performance metrics, URIs, va domain names; MD5 hashes
of files downloaded.

GET /up-login.php HTTP/1.1
User-Agent: Mozilla/5.@ (Windows NT 10.0; WOWG4; Trident/7.8; rvi11.@) like Gecko

Host: stuptode.tk

Cookie: antibot_uid=61ec174b651F1ba782e042¢d53272632; antibot_country=VN; antibot_ptr=static.vnpt.vn
Connection: Keep-Alive

HTTP/1.1 200 0K
Date: Mon, @6 Nov 2023 09:56:10 GAT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
X-Robots-Tag: noindex
Expires: Mon, 26 Jul 1997 ©5:60:00 GHT
Cache-Contral: no-store, no-cache, must-revalidate
Link: </antibot/ab.php>; rel-dns-prefetch
i xpires=Thu, 16-Nov-2023 €9:56:09 GHT; Max-Age=364000; path=/
expires=Thu, @1-Jan-1976 00:00:01 GNT; Max-Age=8; path=/
antibot_ptr-static.vnpt.vn; expiresThu, 16-Nov-2023 @9:56:09 GHT; Max-Age-864000; path-/
CF-Cache-Status: DYNAHIC
Report-To: {“endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=IPSyPADpIpDOZUQBKET S iTNAHISEX2BRKXAGFANCaGES T3 uYWZZ CAvaXzFod 2HRXRKWZ XXIUSbDXDGGIL VG FNASTAAXZFKSD
dbozizKIMpX0OWEbSIXBXKAR2FeVTi7gEX30%30" } %_age":604800}
NEL: {"success_fraction”:@,"report_to":"cf-nel”,"max_age":664808}
Server: cloudflare
CE-RAY: 821c77093b25204d-HKG
alt-svc: h3-":443"; ma-86400

181¢
<!DOCTYPE html>
<html dir="1tr" lang="en">
<head>

meta charset="

FFavicon.i
<title>Just a moment...</title>

tinat
North Ameri

North Am

North Ame

North Amei S United Sta
North Ameri

North A

Singapore

Singapore

United Stal
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9. Chire nang khac (tiép)

= Cho phép phan nhém su kién thanh cach loai tan cong nhu Brute Forced User Logins, Exploited C&C
Connection, Exploited vulnerability, SYN Flood, SMB Suspicious Copy...

Windows Logon Success

ET JA3 Hash - Possible Malware - Various Malfams
ET POLICY External IP Lookup ip-api.com

Windows User Logoff

ET INFO Observed ZeroSSL SSL/TLS Certificate

ET HUNTING Double User-Agent (User-Agent User-Agent)

ET DNS Query for .cc TLD

ET WEB_SERVER PHP tags in HTTP POST

ET WEB_SERVER Possible SOL Injection Attempt UNION SELECT

ET DNS Non-DNS or Non-Compliant DNS traffic on DNS port Opcode 8 through 15 set
ET DNS Non-DNS or Non-Compliant DNS traffic on DNS port Opcode 6 or 7 set

ET SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection

ET DROP Dshield Block Listed Source group 1

ET INFO Executable Download from dotted-quad Host

ET MALWARE Terse alphanumeric executable downloader high likelihood of being hostile

= Cho phép phan loai cac nhém sur kién theo cac tiéu chi khac nhau nhu Command & Control Reputation
Anomaly; Domain Generation Algorithm (DGA); Endcoded PowerShell, File Action Anomaly, Malware on
Disk...

= Hé thdng cung cap da dang cac bo loc phan loai dir liéu véi nhiéu tiéu chi khac nhau. Nguoi dung ciling
c6 thé phan loai su kién mot cach thd cong théng qua cu phap gom nhom dir liéu.

Q v e tlog" AND ev group! O O Lest 24

“windows_eventlog’ ) event.dataset"windows powershell’ €

Graphs

= Cho phép cai dat cac phan mém trén agent dé theo déi madi nguy co trén thiét bi cia nguoi dung.

v Thu thap cac sy kién sau trén Windows: Hardware, Security, System, Windows Firewall, Windows
Defender, PowerShell

v Thu thap cac sukién sau trén Linux: process info, command execution, files, file events

windows_eventlog security
windows_eventlog application

windows_eventiog alert

windows_eventiog system

windows_eventiog windows powershell

windows_eventiog microsoft-windows-powershell/operational
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9. Chire nang khac (tiép)

= C6 kha nang phat hién ra hanh vi cai dat phan mém, kha nang phat hién PowerShell Startup, kha nang
phat hién Windows New Processes.

= C6 kha nang phat hién ra cac password Plaintext khong dugc ma héa trén duong truyén.

network data.decoded GET /wp-login.php HTTP/1.1
Host:
Connection: keep-alive
Accept-Encoding: none
Accept: */*
user-agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_9_2) AppleWebKit/537.74.9 (KHTML, like Gecko) Version/7.0.2 Safari/537.74.9

POST /wp-login.php HTTP/1.1

Host:

Connection: keep-alive

Accept-Encoding: none

Accept: */*

user-agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_9_2) AppleWebKit/537.74.9 (KHTML, like Gecko) Version/7.0.2 Safari/537.74.9
Cookie: wordpress_test_cookie=WP%20Cockie%20check; PHPSESSID=86pI8b77njtm5akd5fgiesolel

Content-Length: 152

Content-Type: application/x-www-form-urlencoded

log=superadmin&redirect to=http%3A%2F%2F117.2.248.12%2Fwp-admin%2F&wp-submit=%C4%90%C4%83ng+nh%E1 %BA%ADptestcookie=1&rememberme=foreverkpwd=2superadmin

= CO6 kha nang cau hinh bao cdo cho timg khach hang khac nhau trén cung 1 dashboard hoac céac
dashboard cho timg phong ban, dashboard cho lanh tao, dashboard cac cudc tan céng khac nhau...
bang tiéng Viét

dpoint 17 =

CYBER SECURITY )
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= Cho phép kha nang hién thi mé phdng cudc tan cong mang bang giao dién web bao gom IP ngudn va
dich dén, cling nhu pham vi 13y lan, loai tan céng, so [an cda cac cudc tan cong.

Giay phép strdung

Ban quyén str dung vinh vién, thoi gian ho trg: Toi thieu 02 nam
Hiéu nang xtrly: Toi thiéu 50 GB/ngay va 5000 EPS

Ban quyén Virtual Network sensor/ Linux Agents / Container Agents: T0i
thi€éu 100 xCam bién mang ao / Linux Agents / Container Agents

Ban quyén Windows Agent: Tai thigu 100 x Ban quyén Windows Agent

CYBER SECURITY
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